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The Intelligence and
Defence Subsystem
PALANTIR, SENTINEL, GABRIEL, ZEUS, and MICHAEL.
The five brains the Mickai SIOS uses to reason about
adversaries, hold a security posture, seal every word it
sends, weigh the law, and stand in the defence domain,
each one signed, clearance-gated, and replayable.
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Introduction: what the Intelligence and
Defence subsystem is
Mickai is the British Sovereign Intelligence Operating System, a SIOS. It runs

frontier-class artificial intelligence entirely on hardware the operator controls, under

keys the operator holds, with a complete and cryptographically verifiable record of

everything the system does. It is held privately by its founder, Micky Irons. The

substrate primitives are filed at the UK Intellectual Property Office under the

GB2607309.8 to GB2611702.8 patent family, named inventor Micky Irons. This

ebook is about one part of that operating system: the Intelligence and Defence

subsystem, and the five specialist brains inside it.

A Sovereign Intelligence Operating System is organised the way an operating system

is organised, into subsystems, and each subsystem contains specialist brains scoped

to a body of work. The Mickai cooperative runs domain brains across five

subsystems: Intelligence and Defence, Science and Engineering, Health and

Humanity, Culture and Heritage, and Knowledge and Exploration. Beneath those

five sits a sixth layer, the Chronus orchestration kernel, which holds the cognitive

mechanics that move work between specialists: routing, planning, tool use, retrieval,

long-term memory, voice biometrics, policy, the audit ledger, identity, quorum,

permissions, and revocation. A deterministic conductor routes each fragment of an

operator's request to the brain that owns it, sequences the resulting calls in a fixed

order so the audit chain can be replayed, and signs every decision at the moment of

commit. The brains do not freelance. They are scoped, identified, signed, and

audited.

The word brain is used precisely here, and it is worth pausing on, because it is the

first thing that distinguishes the Mickai architecture from the systems it is most

often compared to. A brain in the Mickai sense is a domain specialist with its own

scoped knowledge base, its own cloned tooling, its own signed identity on the

internal bus, and its own declared responsibilities. It is not a prompt, not a persona,

and not a routing weight. Where a mixture-of-experts model gates a single set of

parameters through a softmax and produces one undifferentiated stream, the Mickai

cooperative dispatches a request to a named, isolated specialist whose every action is

attributable to it and to it alone. That attributability is the property the intelligence

and defence buyer needs above all others, because in this domain the question after

the fact is never merely what did the system conclude, it is which component

concluded it, on what authority, against what evidence, and can that be shown.
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The Intelligence and Defence subsystem is the one a regulated or defence buyer

reaches for first, because it is the subsystem whose outputs carry the highest cost of

being wrong. There are five brains in it, each named for a figure of myth or authority,

each scoped to a distinct slice of the intelligence, security, communications, legal,

and military domains:

PALANTIR, the strategic reasoning specialist. It reasons over signals, scenarios,

and adversary models, and the one-line description in the Mickai catalogue calls

it the seer of the cooperative.

SENTINEL, the security specialist. On-device security posture, privacy

enforcement, and cyber defence, under hardware-bound keys.

GABRIEL, the communications specialist. It drafts, reviews, and seals every

outbound message under signed provenance.

ZEUS, the legal and governance specialist. Statutes, contracts, regulatory

exposure, and signed governance opinions.

MICHAEL, the defence specialist. Doctrine, rules of engagement, kinetic and

electronic considerations, signed under the operator's clearance.

Why a UK regulated or defence buyer cares

Start with the constraint every regulated and defence buyer operates under.

Production data does not leave the operator's perimeter. The cloud is treated as

hostile. A foreign legal instrument must not be able to compel disclosure of what

never left the premises. And the record of what the system did has to be something a

regulator, a coroner, or the operator's own counsel can verify, not a log the buyer is

asked to trust.

For most AI categories that constraint is awkward. For the intelligence and defence

domain it is disqualifying, because the work is precisely the work nobody is willing to

push to a vendor's server under a vendor's key. A buyer at a defence prime, an

intelligence cell, a regulated bank's financial-crime function, or a critical-

infrastructure operator's security operations centre needs strategic analysis, security

posture, sealed correspondence, legal opinion, and defence reasoning, and needs

every one of those outputs to stay inside the perimeter and to remain provable years

later.

The Intelligence and Defence subsystem is built for exactly that buyer. Three

properties run through all five brains and are worth stating once at the front, because

the chapters return to them repeatedly.
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First, everything is signed. Every analytical artefact, every posture report, every

outbound message, every governance opinion, and every defence output is signed at

the moment of commit under FIPS 204 ML-DSA-65, the United States NIST post-

quantum digital signature standard finalised in 2024. The signature is post-

quantum-secure today, ahead of the NCSC migration deadlines, and it is produced

under a key the operator holds in hardware, not a key a vendor holds in a cloud.

Second, everything is traceable. The signed records append to a hash-linked

chain, the Open Audit Record (OAR), under SHA-3-512 hash-linking. A regulator

can walk back from a strategic conclusion, a sealed message, or a legal opinion to the

evidence it was built on, and can do so in a browser-resident verifier with only a

public key, offline, with no recourse to the vendor. This is what Mickai means by

trust-domain externalisation: the audit chain lives under the operator's key in an

open format, so the operator, the regulator, and any third party can replay the same

chain at once.

Third, everything is gated. Several of these brains carry clearance gating. They

know which clearance level the operator in front of them holds, and they make

material above that ceiling structurally invisible. Sensitive actions are held behind a

fresh voice-biometric re-authentication, so a captured session cannot be replayed

into a sensitive command. The subsystem assumes that authority has to be proven at

the moment of action, not at the moment of login.

These three properties are not three features bolted onto a chat assistant. They are

three faces of a single architectural decision, which is that the substrate treats every

consequential act as something that must be attributable, reproducible, and

authorised at the moment it happens. A signature without a chain is a claim nobody

can place in sequence. A chain without gating is a faithful record of actions that

should never have been permitted. Gating without a signed chain is a control with no

evidence that it held. The Intelligence and Defence subsystem is built so that all three

hold together, because in this domain the failure of any one of them is the failure of

the whole.

It is worth being concrete about the buyer who reaches for this subsystem, because

the abstractions above land differently depending on the seat. Picture five desks. At

the first, an analyst in an intelligence cell needs to build an adversary model from

open sources and hand a superior an assessment whose every line can be walked

back to its evidence. At the second, a chief information security officer at a regulated

bank needs to prove to a supervisor that the firm's AI surface is isolated by tenant

and inspected at ingress, not merely asserted to be. At the third, a diplomatic or
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corporate-affairs lead needs every outbound message reviewed before release and

provable afterwards. At the fourth, in-house counsel needs a regulatory-exposure

read on a proposed action before the action is taken, signed and preserved. At the

fifth, a planning officer at a defence prime needs doctrine and rules-of-engagement

reasoning that respects clearance and reproduces exactly for an after-action review.

Each of those five desks maps onto one of the five brains, and the chapters that

follow are written with that desk in mind.

A second framing matters as much as the buyer's seat: the threat the subsystem is

built against. The commercial AI stack assumes a broadly cooperative environment

in which the vendor is trusted, the network is mostly benign, and the worst outcome

is an embarrassing answer. The Intelligence and Defence subsystem assumes the

opposite on every count. The vendor is not trusted, which is why the keys are held by

the operator. The network is observed, which is why ingress is inspected and the

cloud is treated as hostile. The session may be captured, which is why authority is re-

proven at the moment of action. And the worst outcome is not an embarrassing

answer, it is an unprovable or unauthorised consequential act in a domain where

consequences are measured in liability, exposure, or harm. Every design choice in

the subsystem follows from taking that adversarial environment as the default rather

than the exception.

The rest of this ebook takes the five brains one at a time. Each chapter opens with the

brain's image, then explains what the brain does and what its name means, walks its

declared capabilities in full, follows two or three worked operator scenarios through

the relevant verticals, sets out exactly how each action is sealed into the Open Audit

Record, situates the brain against the regulatory and standards frame, states plainly

what the brain does not do, and closes with a short set of questions and answers of

the kind a procurement officer or oversight body actually asks. The final chapter

draws the five together and describes the audit substrate that sits beneath all of

them: the Open Audit Record, the post-quantum signing pipeline, the hash-linking,

the operator-held keys, the browser-resident verifier, and what all of it means at the

point of procurement.

A word on what this ebook does not do. It does not invent capabilities. Every

responsibility, every knowledge source, and every tool named below is drawn from

the canonical Mickai brain catalogue. Where a patent is referenced, it is referenced

because the brain's own entry references it, and the patents are described as filed at

the UK Intellectual Property Office, not as granted, because filed is what they are. No

patent number is invented, no date is fabricated, and no customer is named. The
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intelligence and defence domain is the worst possible place to overstate a system's

reach, so the account here is deliberately held to what the substrate actually carries.

The discipline of the subsystem is its argument, and an ebook about it that strayed

from the same discipline would undercut the thing it describes.
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Chapter One: PALANTIR, the strategic
reasoning brain

The seer of the cooperative

PALANTIR is the strategic intelligence specialist of the Mickai cooperative, and the

catalogue gives it a precise role: reasoning, strategy, intelligence. Its one-line

description names it the seer of the cooperative, the brain that looks at the signals

coming in and tells the operator what they are likely to mean and what an adversary

is likely to do next. It is the first brain in the Intelligence and Defence subsystem, and

in a real sense it is the brain the whole subsystem orbits, because strategy is the thing

every other defence-domain question is downstream of.

The work PALANTIR does is the work an intelligence analyst does, raised onto a

substrate that signs and traces every step. It ingests structured and unstructured

signals. It builds adversary and scenario models. It runs counterfactual deliberation,

the disciplined practice of asking what would have to be true for a different outcome

to hold. And it produces signed analytical artefacts that the rest of the cooperative

can act on. The defining property is the one that separates a sovereign intelligence

brain from a chat assistant that happens to talk about geopolitics: every output

PALANTIR emits carries a confidence interval and a lineage trace back to the

underlying sources, so a regulator, an oversight body, or the operator's own chief of

staff can walk back from a strategic conclusion to the evidence it was built on.
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What PALANTIR is responsible for

The Mickai catalogue gives PALANTIR four declared responsibilities. Each one is

worth reading closely, because together they describe a full intelligence cycle rather

than a single trick.

Signal ingest and structured triage across heterogeneous sources.
Intelligence does not arrive in one format. It arrives as wire copy, as event data, as

policy archives, as open-source investigation, as factbook entries. PALANTIR ingests

across that heterogeneity and triages it into structure, so that the raw inflow becomes

something a scenario can be built on. Triage is the unglamorous half of analysis:

deciding what matters, what corroborates what, and what can be set aside.

PALANTIR does it as a first-class step rather than an afterthought.

Scenario synthesis and counterfactual deliberation. From triaged signals

PALANTIR synthesises scenarios, the structured futures an operator has to plan

against. Counterfactual deliberation is the discipline that keeps scenario work

honest. Rather than producing a single confident forecast, PALANTIR reasons across

the branches, asks what evidence would move the probability mass from one branch

to another, and surfaces the assumptions that each branch rests on. This is the

difference between analysis that can be defended and a guess wearing a suit.

Adversary and threat-actor modelling with explicit assumptions.
PALANTIR builds models of adversaries and threat actors, and it builds them with

explicit assumptions. The word explicit is doing real work. An adversary model with

hidden assumptions is a liability, because when it fails nobody can see why.

PALANTIR states the assumptions on the face of the model, so that when a situation

moves outside them, the model declares its own boundary rather than failing

silently.

Signed analytical artefacts with regulator-traceable lineage. The output of

all of the above is not a conversation, it is an artefact, and the artefact is signed.

Every strategic conclusion is bound to its sources by a lineage trace that the audit

chain preserves. A regulator or an oversight committee can take a conclusion

PALANTIR reached and walk it back, source by source, to the open material it was

built from. In a domain where strategic advice can shape consequential decisions,

the ability to reconstruct exactly how a conclusion was reached is not a nicety, it is

the condition of being allowed to give the advice at all.

What PALANTIR reads, and what it works in
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PALANTIR's authority comes from its sources, and the catalogue names them. Its

knowledge base is built on open, citable, defence-relevant corpora: Jane's Defence

Weekly, the IISS Military Balance, RAND Corporation public reports, the Atlantic

Council policy archive, the Centre for Strategic and International Studies

publications, the ACLED Armed Conflict Location and Event Data project,

Bellingcat's open-source investigations, UK Defence Intelligence open-source feeds,

the Open Source Indicators corpus, and the CIA World Factbook open data. The

common thread is that these are sources whose provenance can be cited and

checked. PALANTIR is an open-source intelligence brain by construction, which is

exactly what lets its lineage traces resolve to material a third party can inspect.

PALANTIR works through a set of analyst tools cloned into the brain. It uses Codex,

the sovereign plain-text graph personal-knowledge-management surface that every

Mickai brain shares, as its knowledge spine. On top of that it runs Tablet, a block-

based daily-intelligence outliner, for the running intelligence picture; Lattice, an

entity-graph link-analysis surface, for mapping who connects to what; Watchtower, a

threat-intelligence aggregator, for the inbound feed; Stele, a citation-provenance

graph, for binding claims to sources; and Aleph, a sovereign analyst wiki, as the

institutional memory of the analytical product. The tools matter because they are the

mechanism by which PALANTIR's lineage discipline is enforced rather than merely

intended. A claim that cannot be tied through Stele to a source in the knowledge base

does not become part of a signed artefact.

Where PALANTIR sits in the subsystem

PALANTIR does not work alone, and its catalogue entry is explicit about its closest

relationships. It works closely with SENTINEL on security posture, because strategy

and security are two readings of the same threat surface, and it works with ZEUS on

governance implications, because a strategic option that is legally or constitutionally

unavailable is not really an option. This is the cooperative pattern in miniature:

PALANTIR reasons about what an adversary might do, SENTINEL hardens the

operator against it, and ZEUS tells the operator what they are permitted to do in

response.

The intelligence cycle, made auditable

It is worth following PALANTIR's responsibilities and tools together, because read in

sequence they reconstruct the classical intelligence cycle with a signature attached at

each turn. The cycle is, in the textbook form, direction, collection, processing,
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analysis, and dissemination, and PALANTIR's declared capabilities map onto it

almost exactly.

Collection and processing are PALANTIR's signal ingest and structured triage. The

signals arrive across the heterogeneous sources its knowledge base names, from

Jane's Defence Weekly through the ACLED event data to Bellingcat's open-source

investigations, and Watchtower aggregates the inbound threat picture while Tablet,

the block-based daily-intelligence outliner, holds the running record of what came in

and when. Triage is where the processing step lives: the inflow is reduced to

structure, corroboration is checked, and noise is set aside, so that what reaches

analysis is signal rather than volume.

Analysis is PALANTIR's scenario synthesis, counterfactual deliberation, and

adversary modelling. Lattice, the entity-graph link-analysis surface, is the working

instrument here, the place where the relationships between actors, events, and

indicators are mapped into a structure an analyst can reason over. Counterfactual

deliberation runs across that structure, testing what would have to change for a

different branch to hold, and the adversary model is built with its assumptions

explicit and on the face of the model. Aleph, the sovereign analyst wiki, holds the

institutional product, the accumulated analytical memory that a single assessment

draws on and contributes back to.

Dissemination is PALANTIR's signed analytical artefact. Stele, the citation-

provenance graph, is the mechanism that makes dissemination defensible: it binds

every claim in the artefact to a source in the knowledge base, so the lineage trace is

not a promise but a structure. The artefact carries its confidence interval and its

lineage, and the audit chain preserves both. The result is that the entire cycle, from

the raw signal to the disseminated conclusion, is reconstructable. An oversight body

does not have to take the conclusion on trust; it can walk it back through Stele to the

open source it rests on. The intelligence cycle is old. What PALANTIR adds is that

every turn of it is signed.

Three operators, three verticals

The capabilities read as abstractions until they are put to work. Follow three

operators in three verticals and PALANTIR's shape becomes concrete.

Begin in defence intelligence. An analyst in a national intelligence cell is asked to

assess the likelihood that an adversary will move from posturing to action in a

contested region over the coming quarter. The analyst tasks PALANTIR with the
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question. PALANTIR ingests the available open material across its knowledge base:

the ACLED event record for the region, the relevant IISS Military Balance entries on

the adversary's order of battle, RAND and CSIS assessments of the adversary's

doctrine, Bellingcat's open-source geolocation of recent movements, and the running

picture Watchtower has aggregated. It triages that inflow into structure,

corroborating the movement reports against more than one source and setting aside

the uncorroborated. It builds an adversary model with its assumptions explicit on

the face of the model: that the adversary's logistics can sustain a given tempo, that a

particular faction holds decision authority, that external support continues at its

current level. It synthesises scenarios across the branches and runs counterfactual

deliberation on each, asking what evidence would move probability mass from

restraint to action. The artefact it hands the analyst is not a single confident number.

It is a structured assessment, each branch carrying a confidence interval, each claim

tied through Stele to the open source it rests on, and the whole signed at commit.

When the analyst's superior asks why the assessment leans the way it does, the

answer is not a recollection of the analyst's reasoning. It is a chain a reviewer can

walk.

Move to financial-crime intelligence. A financial-crime analyst at a regulated

bank is investigating whether a cluster of counterparties forms a coordinated

network rather than a set of unrelated entities. The vertical is different but the

cognitive work is the same. PALANTIR ingests the structured signals the bank's own

data brain has surfaced, maps the entities and their relationships in Lattice, and

reasons over the resulting graph for the structural signatures of coordination: shared

beneficial ownership, timing correlation, circular flows. It states its assumptions,

scores its confidence, and produces a signed analytical artefact. The value to the

bank is twofold. The analysis runs inside the bank's perimeter, so the counterparties'

data never leaves to be reasoned over on a vendor's server. And when the bank files a

suspicious-activity report or defends its decision to a supervisor, the reasoning that

led to the conclusion is preserved as a signed, walkable chain rather than

reconstructed after the fact from an analyst's notes.

Finish in government and critical national infrastructure. A resilience

planner at a critical-infrastructure operator is asked to assess the threat to a piece of

national infrastructure from a combination of physical and cyber vectors over a

planning horizon. PALANTIR draws the open threat picture from Watchtower and

its knowledge base, models the threat actors with explicit assumptions, synthesises

the scenarios the planner has to plan against, and surfaces the indicators whose

appearance would signal a shift from one scenario to another. Because the brain
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works alongside SENTINEL on the security posture and ZEUS on what the operator

is permitted to do in response, the planner receives not an isolated forecast but a

strategic read that already knows the security and governance context it sits in. The

signed artefact becomes part of the operator's resilience record, available to a

regulator who asks how the operator assessed and prepared for the threat.

How each PALANTIR action is signed into the Open Audit
Record

The lineage discipline PALANTIR enforces is not a promise the brain makes, it is a

structure the substrate keeps. When PALANTIR commits an analytical artefact, the

commit is sealed into the Open Audit Record, the hash-linked chain that sits beneath

every brain in the SIOS. The record of the commit captures the inputs the artefact

was built on, the brain that produced it, the operator and clearance under which it

was produced, and the artefact itself with its confidence intervals and its Stele

lineage to source. That record is signed under FIPS 204 ML-DSA-65, the NIST post-

quantum digital signature standard, with a key the operator holds in hardware. It is

then hash-linked under SHA-3-512 to the record before it, so the artefact takes a

fixed position in an ordered chain that cannot be reordered or altered after the fact

without the alteration showing.

The practical consequence is that PALANTIR's reconstructability is total and

externally checkable. An oversight body does not have to trust that the analyst

preserved their working. It can take the signed chain, load it into a browser-resident

verifier with only the operator's public key, validate the signature on the assessment,

walk the hash link back to the triaged signals the assessment was built on, and follow

each claim through its Stele lineage to the open source. The intelligence cycle

PALANTIR runs is old. What the OAR adds is that every turn of it now sits at a fixed,

signed, replayable position in a chain the operator owns.

Regulatory and operator relevance

For the regulated and defence buyer, PALANTIR's value is that it brings strategic

analysis inside the perimeter without surrendering auditability. An intelligence cell

can run adversary modelling and scenario work on its own hardware, under its own

keys, against open sources whose provenance survives inspection, and can hand an

oversight body a signed artefact whose every conclusion walks back to its evidence.

The confidence interval on each output is itself a governance feature: it tells the
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decision-maker how much weight the analysis can bear, and it tells the reviewer

afterwards how much weight it was always meant to bear.

The standards relevance is concrete rather than rhetorical. PALANTIR's open-source

construction aligns with the long-established intelligence-community discipline of

source citation and analytic transparency: the practice, codified in analytic standards

across allied services, that an assessment must distinguish what is known from what

is assessed and must show its sources. PALANTIR enforces that discipline

mechanically, because a claim that cannot be tied through Stele to a source in the

knowledge base does not become part of a signed artefact. For a financial-crime

function, the same lineage discipline maps onto the evidentiary expectations around

suspicious-activity reporting, where a decision that cannot be evidenced is a decision

that cannot be defended to a supervisor. And the post-quantum signing of every

artefact means an assessment produced today remains verifiable across the NCSC

migration horizon, so a chain walked years later by an inquiry resolves cleanly rather

than failing on a signature that time has rendered cryptographically irrelevant.

Strategic analysis that cannot be reconstructed is strategic analysis that cannot be

defended. PALANTIR is built so the reconstruction is always available.

What PALANTIR does not do

It is as important to state PALANTIR's boundaries as its reach, because in this

domain a system that overstates itself is a liability. PALANTIR is an open-source

intelligence brain by construction. Its knowledge base is built on open, citable,

defence-relevant corpora, and its lineage discipline depends on sources a third party

can inspect. It is not a covert-collection system and it does not task collection assets;

it reasons over the material it is given and the open corpora it holds. PALANTIR does

not issue forecasts as certainties. Its outputs are scenarios with confidence intervals

and explicit assumptions, and a branch that falls outside its stated assumptions is

declared as such rather than smoothed over. It does not decide. PALANTIR informs

a decision-maker; the authority to act on an assessment rests with the operator, and

the brains that carry an action out, GABRIEL for communication, MICHAEL for the

defence domain, sit behind their own gates. And it does not act outside its lane: a

question of what is lawful goes to ZEUS, a question of security posture goes to

SENTINEL, and PALANTIR's declared coordinations route those questions rather

than answering them itself.

Questions a buyer asks about PALANTIR
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How is PALANTIR different from a chatbot that can discuss geopolitics?
A general assistant produces fluent text with no binding to evidence and no record of

how a conclusion was reached. PALANTIR produces signed analytical artefacts in

which every claim is tied through Stele to a source in its open knowledge base, every

output carries a confidence interval, and the whole is sealed into a replayable audit

chain. The difference is between commentary and an assessment that can be

defended to an oversight body.

Can an oversight body actually reconstruct one of PALANTIR's
conclusions? Yes, and without the vendor's help. Each assessment is signed under

ML-DSA-65 and hash-linked into the Open Audit Record. A reviewer with the

operator's public key can validate the signature, walk the chain back to the triaged

signals, and follow each claim to its open source in a browser-resident verifier,

offline.

Does using PALANTIR send our data anywhere? No. PALANTIR runs on the

operator's own hardware under the operator's own keys. The analysis happens inside

the perimeter; the material reasoned over does not leave it to be processed on a

vendor's server.

What happens when a situation moves outside the model's assumptions?
PALANTIR builds adversary and scenario models with their assumptions explicit on

the face of the model. When a situation moves outside those assumptions, the model

declares its own boundary rather than failing silently, which is precisely the

behaviour an analyst needs when the ground shifts.

On the name

A palantir, in Tolkien, is a seeing-stone: an instrument that lets the one who holds it

perceive far-off things. The name is apt and the choice is disciplined, because the

legend also carries the warning that a seeing-stone shows a true image but not the

whole picture, and can be turned by a stronger will at the other end. That is precisely

why the Mickai PALANTIR pairs every output with a confidence interval and an

explicit set of assumptions. The brain is named for the instrument of far sight, and

engineered so that the sight is always declared for what it is.
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Chapter Two: SENTINEL, the security
brain

The brain that assumes the cloud is hostile

SENTINEL is the security specialist of the Mickai cooperative. Its domain is security,

privacy, and cyber defence, and its one-line description states the operating posture

in a single phrase: on-device security posture, privacy enforcement, and cyber

defence under hardware-bound keys. If PALANTIR is the brain that reasons about

the threat, SENTINEL is the brain that stands at the door.

The threat model SENTINEL works under is stated plainly in its catalogue entry, and

it is the most important sentence in the chapter: SENTINEL assumes the cloud is

hostile and the network is observed. Everything it evaluates is verified against signed

local policy, not against vendor reputation. This is the security posture of a system

that has decided not to extend trust to anything it cannot verify locally. SENTINEL

does not ask whether a vendor is reputable. It asks whether an action is permitted

under the operator's own signed policy, and if the policy does not permit it, the

vendor's reputation is irrelevant.

What SENTINEL is responsible for

The catalogue gives SENTINEL four declared responsibilities, and each maps onto a

hard problem in protecting an AI operator's surface area.
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Tenant boundary enforcement under cryptographic isolation. A sovereign

system that serves more than one operator, or one operator across more than one

body of work, has to guarantee that one tenant's material cannot bleed into

another's. SENTINEL enforces tenant boundaries under cryptographic isolation, and

its entry ties this directly to the tenant-isolation primitive at patent 04.

Cryptographic isolation is a stronger guarantee than access control. It is not that one

tenant is not allowed to see another's data, it is that the separation is enforced at the

cryptographic layer, so the boundary holds even against a component that is trying to

cross it.

Prompt-injection and exfiltration inspection at ingress. The signature

attacks against AI systems are prompt injection, where an inbound artefact carries

instructions designed to subvert the system, and exfiltration, where the system is

manipulated into leaking what it holds. SENTINEL inspects every inbound artefact

for both, at ingress, before the content reaches the brains that would act on it. This is

the AI-native half of SENTINEL's work, and it is the half a conventional security

stack does not cover, because a conventional stack was not built for a system whose

inputs are instructions.

Voice-gated re-authentication for sensitive operations. SENTINEL gates

sensitive actions behind voice-biometric re-authentication, tied in its entry to patent

13. The point of re-authentication is that a session, once opened, is not a permanent

grant of authority. When the operator is about to do something sensitive, SENTINEL

requires a fresh voice match at that moment. A captured or hijacked session cannot

be walked into a sensitive operation, because the sensitive operation demands proof

of presence that the session alone does not supply.

Signed posture reports for compliance officers. SENTINEL produces signed

posture reports for compliance officers. The security posture of the system is not

something the compliance officer is asked to take on faith. It is rendered as a signed

report, an artefact the officer can verify and an artefact the audit chain preserves.

This turns the perennially soft question of are we secure into something with a

cryptographic answer attached.

What SENTINEL reads, and what it works in

SENTINEL's knowledge base is the canon of cyber-defence and cryptographic

standards, and the list reads like the reference shelf of a serious security function:

the NIST SP 800-series cybersecurity standards, the MITRE ATT&CK framework,

the CVE database, the OWASP Top 10, the NCSC UK guidance corpus, ENISA threat-
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landscape reports, ISO/IEC 27001 and 27002, FIPS 140-3 cryptographic module

validation, FIPS 204 ML-DSA post-quantum signatures, and the CIS Critical

Security Controls. Two entries in that list deserve a moment. FIPS 140-3 is the

validation standard for cryptographic modules, which is the world SENTINEL's

hardware-bound keys live in. FIPS 204 ML-DSA is the post-quantum signature

standard that the whole Mickai substrate signs under, which means SENTINEL

treats the substrate's own cryptography as part of its authoritative knowledge, not as

a black box.

SENTINEL's tooling is the enforcement and signing layer of the cooperative. It uses

Codex as its knowledge spine. It runs Cipher, an encrypted local credential store, so

secrets live under local encryption rather than in a remote vault; Aegis, the policy-

enforcement engine, which is the mechanism by which signed local policy actually

gates an action; Watchtower, the threat-intelligence aggregator it shares with

PALANTIR; Wax-Seal, the signing and transparency log, which is where

SENTINEL's signed posture reports and the audit chain itself are sealed; and

Threshold, the identity provider that binds an action to an authenticated operator.

The presence of Aegis and Wax-Seal in SENTINEL's toolset is the concrete form of

its threat model: policy is enforced by an engine, and enforcement is sealed into a

transparency log, so the security posture is both active and provable.

Where SENTINEL sits in the subsystem

SENTINEL is the brain the rest of the subsystem leans on for protection. PALANTIR

works with it on security posture, treating the threat surface as a shared object. More

broadly, SENTINEL is the brain that makes the sovereignty claim concrete at the

level of individual actions: it is the thing standing between an inbound artefact and

the brains that would act on it, and the thing that turns the operator's signed policy

from a document into a gate. Where the wider Mickai literature describes the

perimeter, SENTINEL is the Mickai capability that holds it from the inside.

Verify locally, not by reputation

The single sentence that organises SENTINEL is the one in its catalogue entry stating

that everything it evaluates is verified against signed local policy, not against vendor

reputation. It is worth drawing out what that rules out, because the discipline is

easier to state by what it refuses.

It refuses trust by brand. A conventional security posture extends a degree of trust to

a component because of who made it, on the reasoning that a reputable vendor is
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unlikely to ship something harmful. SENTINEL does not reason that way. The

question is not who produced an artefact or a tool call, but whether the action is

permitted under the operator's own signed policy as enforced by Aegis. A reputable

source attempting a disallowed action is stopped exactly as a hostile one would be,

because the gate is the policy, not the provenance of the request.

It refuses trust by network position. The threat model treats the network as

observed, which means SENTINEL does not assume that something arriving from

inside a notionally trusted boundary is safe by virtue of where it came from. Inbound

artefacts are inspected for prompt injection and exfiltration at ingress regardless of

origin. The injection that matters most is often the one that arrives wrapped in

legitimate-looking traffic, and an ingress inspection that only scrutinised obviously

external inputs would miss it.

It refuses standing authority. Because sensitive actions are gated behind a fresh

voice-biometric match under patent 13, an authority granted at login does not persist

as a blank cheque. The credential that opened the session is not, on its own, the

credential that authorises a sensitive operation. This is the local-verification

principle applied to the operator's own authority: even the operator must prove

presence at the moment the stakes rise.

Taken together these refusals describe a posture that assumes compromise is always

possible and verifies every consequential step against something the operator

controls. Cipher keeps the secrets under local encryption, Aegis enforces the policy,

Wax-Seal seals the enforcement into a transparency log, and Threshold binds the

action to an authenticated identity. The posture is not paranoia. It is the only stance

that is coherent once the cloud is treated as hostile and the network as observed,

which is the stance a regulated and defence buyer requires.

Three operators, three verticals

Put SENTINEL to work and the posture becomes concrete.

Begin with a regulated bank's security operations centre. A chief information

security officer has deployed the SIOS across a financial-crime function and a

treasury function, two bodies of work that must never see each other's material.

SENTINEL enforces the boundary under cryptographic isolation tied to patent 04, so

the separation is not an access-control rule that a misconfiguration could weaken but

a cryptographic property that holds even against a component trying to cross it.

When an inbound document arrives carrying instructions designed to make the
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system reveal one function's material to the other, SENTINEL inspects it at ingress,

before any brain acts on it, and the injection is stopped at the door. When an analyst

is about to authorise a sensitive export, SENTINEL requires a fresh voice match

under patent 13, so a session left open at an unattended desk cannot be walked into a

sensitive action. And when the supervisor asks the firm to evidence its AI security

posture, the CISO does not write a memo. SENTINEL produces a signed posture

report, an artefact the supervisor can verify.

Move to a defence prime's classified network. The operator runs the SIOS on

an air-gapped estate where the threat model is not hypothetical. SENTINEL's

assumption that the cloud is hostile and the network is observed is, here, simply the

operating reality. Every inbound artefact, including those arriving from notionally

trusted internal systems, is inspected for prompt injection and exfiltration, because

the injection that matters most is the one wrapped in legitimate-looking internal

traffic. Secrets live in Cipher under local encryption rather than in any remote vault.

Aegis enforces the operator's own signed policy on every consequential action, and

Wax-Seal seals each enforcement decision into a transparency log. The security

posture is not a claim the prime makes to its accreditor; it is a chain the accreditor

can replay.

Finish with a critical national infrastructure operator. The operator runs the

SIOS in a security function protecting operational technology where an unauthorised

action can have physical consequences. SENTINEL's refusal of standing authority is

the property that matters most here: an authority granted at login does not persist as

a blank cheque, and the credential that opened the session is not, on its own, the

credential that authorises a consequential operation against the operational estate.

Threshold binds each action to an authenticated identity, the voice gate re-proves

presence at the moment the stakes rise, and the signed posture report gives the

operator's regulator the evidence that the controls held. The posture is the same one

a serious security function would design by hand; the difference is that SENTINEL

makes it active and provable rather than documented and assumed.

How each SENTINEL action is signed into the Open Audit

Record

SENTINEL's enforcement is only as trustworthy as the record that it happened,

which is why every consequential security decision SENTINEL makes is sealed into

the Open Audit Record. When Aegis gates an action under the operator's signed

policy, when an ingress inspection stops an inbound artefact, when a voice gate re-
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authenticates an operator before a sensitive operation, and when SENTINEL emits a

posture report, the decision is recorded, signed under FIPS 204 ML-DSA-65 with the

operator's hardware-held key, and hash-linked under SHA-3-512 into the chain.

Wax-Seal is the tool that performs the sealing; it is the signing and transparency log

in SENTINEL's own toolset, which is why the brain's security posture is both

enforced and recorded by mechanisms inside the brain rather than asserted from

outside it.

The consequence for a compliance function is that the security posture stops being a

soft question. The perennial ask, were the controls actually in force at the time of the

incident, has a cryptographic answer: the gate decisions, the ingress inspections, and

the re-authentications sit at fixed, signed positions in a chain the operator owns and

any reviewer can replay offline. A posture report is not a snapshot the operator is

asked to trust but a signed artefact whose every underlying enforcement decision is

itself in the chain. SENTINEL turns the security posture from a description into

evidence.

Regulatory and operator relevance

For a compliance officer or a chief information security officer, SENTINEL is the

brain that answers the questions their regulator actually asks. Is the data isolated by

tenant, and is the isolation cryptographic rather than merely administrative? Patent

04 and SENTINEL's enforcement of it say yes. Is every inbound artefact inspected

for injection and exfiltration before it can act? SENTINEL's ingress inspection says

yes. Are sensitive actions gated by something stronger than a logged-in session?

Voice-gated re-authentication says yes. And can the security posture be produced as

evidence rather than asserted as a claim? The signed posture report says yes.

The standards alignment is structural, not decorative, because the standards in

question are in SENTINEL's knowledge base and its tooling enforces them. The NIST

SP 800-series and the CIS Critical Security Controls are the reference frame for the

controls SENTINEL applies. The MITRE ATT&CK framework is the adversary-

behaviour taxonomy against which its ingress inspection is calibrated, and the CVE

database and OWASP Top 10 are the catalogues of the weaknesses it watches for.

ISO/IEC 27001 and 27002 are the information-security management frame a

regulated buyer is usually certified against, and SENTINEL's signed posture reports

map onto the evidence such a certification requires. FIPS 140-3 is the cryptographic-

module validation regime within which SENTINEL's hardware-bound keys live, and

FIPS 204 ML-DSA is the post-quantum signature standard the whole substrate signs
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under, which means SENTINEL treats the substrate's own cryptography as part of its

authoritative knowledge rather than as a black box. The NCSC UK guidance corpus

and the ENISA threat-landscape reports give the brain its national and European

threat context. A buyer aligning a procurement against any of these standards finds

that SENTINEL is not claiming alignment, it is operating inside the standards it

cites.

What SENTINEL does not do

SENTINEL's discipline is best understood partly by what it refuses. It does not

extend trust by brand: a reputable vendor attempting a disallowed action is stopped

exactly as a hostile one would be, because the gate is the operator's signed policy, not

the provenance of the request. It does not extend trust by network position: an

artefact arriving from inside a notionally trusted boundary is inspected exactly as an

external one would be. It does not grant standing authority: a session, once opened,

is not a permanent licence, and sensitive operations demand a fresh proof of

presence the session alone does not supply. SENTINEL is not a replacement for an

organisation's whole security estate, its firewalls, its endpoint protection, its physical

security; it is the brain that holds the AI surface from the inside, inspecting what

arrives, gating what leaves, and proving that it did. And it does not set the policy it

enforces: the signed policy is the operator's, and SENTINEL's role is to enforce it

faithfully and record the enforcement, not to author the rules.

Questions a buyer asks about SENTINEL

Is tenant isolation in SENTINEL just access control under another
name? No. SENTINEL enforces tenant boundaries under cryptographic isolation

tied to patent 04. The separation is enforced at the cryptographic layer, so the

boundary holds even against a component trying to cross it, which is a stronger

guarantee than an access-control rule that a misconfiguration could weaken.

What stops a prompt-injection attack from subverting the system?
SENTINEL inspects every inbound artefact for prompt-injection and exfiltration

patterns at ingress, before the content reaches any brain that would act on it, and it

does so regardless of where the artefact came from. This is the AI-native layer a

conventional security stack does not cover, because a conventional stack was not

built for a system whose inputs are instructions.

If an attacker captures a logged-in session, can they issue sensitive
commands? No. SENTINEL gates sensitive operations behind a fresh voice-
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biometric re-authentication tied to patent 13. The credential that opened the session

is not, on its own, the credential that authorises a sensitive action, so a captured

session cannot be walked into a sensitive command.

How do we evidence our AI security posture to a regulator? SENTINEL

produces signed posture reports, and every underlying enforcement decision, every

gate, every ingress inspection, every re-authentication, is itself sealed into the Open

Audit Record. The posture is evidence a regulator can verify, not a claim the operator

asserts.

On the name

A sentinel is a guard who keeps watch, posted at the boundary, whose entire function

is vigilance against what tries to cross. The name is the plainest in the subsystem and

the most exact. SENTINEL does not reason about distant futures or weigh the law. It

watches the operator's surface area, inspects what arrives, gates what leaves, and

assumes that the dark beyond the perimeter is full of things that mean the operator

harm. A sentinel that trusted the night would not be a sentinel. SENTINEL trusts

only signed local policy, which is the disciplined modern form of trusting nothing it

cannot verify.
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Chapter Three: GABRIEL, the
communications brain

The brain that seals every word the system sends

GABRIEL is the communications specialist of the Mickai cooperative. Its domain is

communications, diplomacy, and messaging, and its one-line description is among

the most quietly consequential in the catalogue: GABRIEL drafts, reviews, and seals

every outbound message under signed provenance. Everything the Mickai SIOS says

on the operator's behalf, from a formal diplomatic cable to a one-line chat reply,

passes through GABRIEL, and nothing leaves the device unsealed.

The reason a communications brain belongs in the Intelligence and Defence

subsystem rather than somewhere softer is that, in this domain, the outbound

message is itself a sensitive act. A misjudged word in a regulated correspondence, a

diplomatic message that leaves before it should, a reply that quietly leaks something

it should not, these are not style problems, they are security and governance

problems. GABRIEL treats outbound communication as an action that must be

reviewed, sealed, and provable, not as text that gets typed and sent.

What GABRIEL is responsible for

The catalogue gives GABRIEL four declared responsibilities, and they describe a

complete discipline of controlled communication.
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Drafting and tone-matching across correspondence types. GABRIEL drafts,

and it matches tone across the full range of correspondence an operator produces. A

formal cable, a legal letter, an internal note, and a chat reply are different registers,

and GABRIEL holds the register appropriate to each. Its entry notes that it

coordinates with ZEUS on tone for regulated correspondence, which is the

recognition that some communications carry legal weight and must be pitched

accordingly. Tone-matching here is not cosmetic, it is the difference between a

message that lands as intended and one that creates exposure.

Pre-commit dry-run with operator confirmation. This is GABRIEL's defining

safety property, and its entry ties it to patent 15, the pre-commit simulation

primitive. Before a message leaves the device, GABRIEL produces a pre-commit dry-

run, so the operator can review the exact bytes before they leave the device. The

operator sees precisely what will be sent, and only on explicit confirmation does the

message go. This eliminates the entire class of error where an automated system

sends the wrong thing irreversibly. In a domain where a sent message cannot be

unsent, the dry-run is the primitive that keeps the operator in command of the

moment of release.

Signed provenance trail per outbound message. Every send carries a signed

provenance trail, tied in GABRIEL's entry to patent 16, showing which prompts and

which prior decisions produced the wording. This is provenance in the strong sense.

It is not merely that the message was sent, it is that the chain of reasoning and prior

decisions that produced the exact wording is bound to the message and preserved. If

a question is ever raised about why a message said what it said, the answer is in the

chain, signed.

Counter-intelligence hygiene on inbound replies. GABRIEL does not only

watch what goes out, it applies counter-intelligence hygiene to inbound replies, and

its entry notes it coordinates with SENTINEL on this. A reply to an outbound

message is an inbound artefact, and inbound artefacts are a vector. GABRIEL

handles the hygiene on the reply path so that a conversation the operator initiated

cannot become a channel for something hostile coming back.

What GABRIEL reads, and what it works in

GABRIEL's knowledge base is the canon of correspondence, protocol, and clear

language. It draws on the FCDO style guide and the diplomatic correspondence

canon, the Vienna Convention on Diplomatic Relations, the UN protocol manual, the

BBC Style Guide, the AP Stylebook, the Plain English Campaign principles, RFC
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5322 for internet message format, ISO 8601 for date and time interchange, the

UNESCO multilingual communications corpus, and the Council of Europe

communications archives. The shape of that list tells you what GABRIEL is for. The

FCDO style guide, the Vienna Convention, and the UN protocol manual are the

references of formal and diplomatic communication. The BBC and AP style guides

and the Plain English principles are the references of clear, defensible prose. RFC

5322 and ISO 8601 are the references of getting the machine-level format of a

message correct. GABRIEL spans the diplomatic and the technical because an

outbound message has to be right in both registers at once.

GABRIEL's tooling is the document and provenance layer. It uses Codex as its

knowledge spine, Vellum as a structured document workspace for drafting, Stele as

the citation-provenance graph that binds claims to sources, Cataloguer for on-device

document management, and Cipher, the encrypted local credential store, which it

shares with SENTINEL and which matters because outbound communication often

touches credentials and addresses that must stay under local encryption.

Where GABRIEL sits in the subsystem

GABRIEL is the subsystem's voice, and its two named coordinations place it

precisely. It works with ZEUS on tone for regulated correspondence, so that

communications carrying legal weight are pitched with the law in view, and it works

with SENTINEL on counter-intelligence hygiene, so that the reply path is held to the

same security posture as everything else SENTINEL guards. GABRIEL is where the

subsystem's reasoning becomes a sent artefact, and the pre-commit dry-run is the

gate at that boundary.

The dry-run is the control that matters

Of GABRIEL's four responsibilities, the pre-commit dry-run under patent 15 is the

one that changes the character of the brain, and it deserves to be understood as a

control rather than a convenience. The failure mode it closes is specific. An

automated system that drafts and sends in a single motion can send the wrong thing,

to the wrong recipient, with the wrong content, and once a message has left the

device it cannot be recalled. In ordinary correspondence that is an embarrassment.

In the intelligence and defence domain it is a security incident.

The dry-run interposes a deterministic preview at the boundary. GABRIEL composes

the message and renders exactly what will be sent, the exact bytes, for the operator to

inspect, and the message does not leave until the operator confirms. The word
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deterministic is important: the preview is not an approximation of what might be

sent, it is the thing itself, so there is no gap between what the operator approves and

what departs. The operator is restored to command of the single most irreversible

moment in the communication, the moment of release.

Pair the dry-run with the signed provenance trail under patent 16 and GABRIEL

produces a record with two distinct virtues. Before the fact, the operator has seen

and confirmed the exact content. After the fact, the chain shows which prompts and

which prior decisions produced that content. The first protects against sending the

wrong thing; the second protects against later uncertainty about why the right thing

said what it said. Together they make outbound communication a controlled act with

a defensible record, which is precisely what a domain that treats every sent message

as consequential requires.

Three operators, three verticals

Begin in diplomatic and government communication. A corporate-affairs lead

at a body that corresponds with government departments needs to send a sensitive

formal letter that carries institutional weight. GABRIEL drafts it, holding the register

of formal correspondence drawn from the FCDO style guide and the UN protocol

manual, and coordinating with ZEUS on tone because the letter carries legal weight.

Before the letter leaves the device, GABRIEL renders the exact bytes for the lead to

confirm under the pre-commit dry-run. Only on explicit confirmation does it send.

The send carries a signed provenance trail showing which prompts and prior

decisions produced the wording. Months later, when a question is raised about why

the letter said what it said, the answer is in the chain, signed, rather than in anyone's

memory.

Move to a regulated bank's customer and counterparty correspondence. A

relationship manager produces a high volume of correspondence, some of it carrying

regulatory weight. GABRIEL matches the register to each type, from a formal

regulated notice to a routine reply, and applies counter-intelligence hygiene to the

inbound replies, coordinating with SENTINEL, so that a conversation the bank

initiated cannot become a channel for something hostile coming back. Every

outbound message passes the dry-run and carries its signed provenance trail. For a

firm whose correspondence can be disclosed to a supervisor or subpoenaed in a

dispute, this turns the correspondence record from a liability into a defence: the firm

can show not only what it sent but exactly why, with the operator's confirmation of

the content sealed into the chain.
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Finish in a defence prime's controlled external messaging. An operator at a

defence prime sends external messages where a misjudged word, an early release, or

a quiet leak is a security problem rather than a style problem. GABRIEL treats the

outbound message as a sensitive act: it drafts with the appropriate register, renders

the exact bytes for the operator to confirm, seals a signed provenance trail into the

send, and holds the reply path to counter-intelligence hygiene. Because GABRIEL

coordinates with ZEUS on regulated tone and SENTINEL on hygiene, the message

that leaves is one that has been pitched with the law in view and held to the same

security posture as everything else the prime guards. The operator decides;

GABRIEL carries the word exactly, and proves it carried it.

How each GABRIEL action is signed into the Open Audit

Record

GABRIEL's two defining patents resolve, in the record, into the Open Audit Record.

The pre-commit dry-run under patent 15 produces the moment of confirmation; the

signed provenance trail under patent 16 produces the record of it. When the operator

confirms a message and GABRIEL sends, the send is sealed into the chain: the exact

content the operator confirmed, the prompts and prior decisions that produced the

wording, the operator and clearance under which it was sent, all recorded, signed

under FIPS 204 ML-DSA-65 with the operator's hardware-held key, and hash-linked

under SHA-3-512 to the record before it. Stele binds the claims in the message to

their sources, and the whole takes a fixed, ordered position in a chain the operator

owns.

The result is a record with the two virtues the dry-run and the provenance trail give

it, now made externally checkable. After the fact, a reviewer with the operator's

public key can take the chain, validate the signature on the send, confirm that the

content sealed into the record is the content that left the device, and walk the

provenance trail back to the reasoning that produced it, offline, in a browser-resident

verifier. For an organisation whose correspondence can be disclosed, scrutinised, or

subpoenaed, the difference between a record that defends the organisation and a

record that exposes it is precisely this: that every send is sealed, signed, and

replayable, with the operator's own confirmation of the content fixed in the chain.

Regulatory and operator relevance

For the regulated and defence buyer, GABRIEL turns outbound communication

from a source of uncontrolled risk into a governed, provable process. Every message
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is reviewed by the operator as exact bytes before release, so nothing is sent by

surprise. Every message carries a signed provenance trail, so the reasoning behind

the wording is reconstructable. And the reply path is held to counter-intelligence

hygiene, so the conversation cannot be turned into an exfiltration channel.

The standards relevance runs through GABRIEL's knowledge base. RFC 5322 and

ISO 8601 are the references that keep the machine-level format of a message correct,

which matters because a message that is right in substance but malformed in format

is a message that can fail or mislead. The FCDO style guide, the Vienna Convention

on Diplomatic Relations, and the UN protocol manual are the references of formal

and diplomatic correspondence, the registers in which an institutional message must

land precisely. The BBC and AP style guides and the Plain English Campaign

principles are the references of clear, defensible prose, which is itself a governance

property: a message that cannot be misread is a message that creates less exposure.

For a regulated organisation, the combination of operator confirmation before

release and signed provenance after it maps directly onto the records-management

and disclosure expectations such organisations operate under, where the ability to

show what was sent and why is the difference between a defensible position and an

indefensible one.

What GABRIEL does not do

GABRIEL does not send on its own authority. The pre-commit dry-run is not

optional polish, it is a gate: a message does not leave the device until the operator

confirms the exact bytes, so GABRIEL cannot send the wrong thing irreversibly

because it cannot send anything the operator has not approved. It does not author

the operator's intent; GABRIEL is the faithful carrier of the operator's word, not its

originator, and the operator decides what is said. It does not rule on what is lawful: a

message carrying legal weight is pitched in coordination with ZEUS, but the legal

judgement is ZEUS's, not GABRIEL's. It does not hold the security posture of the

wider system; it applies counter-intelligence hygiene to the reply path in

coordination with SENTINEL, but SENTINEL is the brain that guards the perimeter.

And it does not treat any message as too routine for the discipline: a one-line reply

passes the same sealing and provenance as a formal cable, because in this domain

the assumption that some messages are beneath scrutiny is exactly the assumption

that produces an incident.

Questions a buyer asks about GABRIEL
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Can GABRIEL send a message without the operator seeing it first? No.

Every outbound message passes a pre-commit dry-run under patent 15: GABRIEL

renders the exact bytes that will be sent, and the message does not leave the device

until the operator confirms. This closes the entire class of error where an automated

system sends the wrong thing irreversibly.

If a message is later questioned, can we show why it said what it said?
Yes. Every send carries a signed provenance trail under patent 16, sealed into the

Open Audit Record, showing which prompts and which prior decisions produced the

wording. A reviewer with the operator's public key can walk the chain back to the

reasoning, offline.

Does GABRIEL protect against hostile replies, not just outbound

mistakes? Yes. GABRIEL applies counter-intelligence hygiene to inbound replies in

coordination with SENTINEL, so a conversation the operator initiated cannot

become a channel for something hostile coming back. A reply is an inbound artefact,

and inbound artefacts are a vector.

Is the dry-run an approximation of what will be sent, or the exact
content? It is the exact content, the exact bytes. The preview is deterministic: there

is no gap between what the operator approves and what departs, so the operator is in

command of the single most irreversible moment in the communication, the

moment of release.

On the name

Gabriel is the archangel of annunciation, the messenger who delivers the word. The

name is the most precise possible label for a brain whose single function is the

message: its drafting, its sealing, and its delivery. There is a fittingness in the legend

too, because Gabriel is not the author of the message but its faithful carrier, and the

Mickai GABRIEL is likewise built to carry the operator's word exactly, sealed and

provable, with the operator confirming the exact bytes before they leave. The

messenger delivers, but the operator decides.
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Chapter Four: ZEUS, the law and
governance brain

The juridical specialist

ZEUS is the legal and governance specialist of the Mickai cooperative. Its domain is

law, governance, and authority, and its one-line description names it the juridical

specialist: statutes, contracts, regulatory exposure, and signed governance opinions.

Where PALANTIR asks what an adversary might do and SENTINEL asks whether an

action is permitted by security policy, ZEUS asks the harder and more formal

question of what the law allows, what a contract requires, and what exposure a

proposed action carries.

The catalogue states a property of ZEUS that is the key to understanding it: the work

is jurisdictional by construction. ZEUS does not reason about law in the abstract. It

knows which clearance level a given operator carries, tied in its entry to patent 20,

and which body of law applies to each tenant. A legal opinion that does not know

whose law applies is worse than useless in a regulated setting, because it gives

confident answers to the wrong question. ZEUS is built so that jurisdiction is part of

the question from the start.

What ZEUS is responsible for

The catalogue gives ZEUS four declared responsibilities, and they cover the working

life of an in-house legal and governance function.
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Statute and case-law analysis from on-device corpora. ZEUS reads statutes

and case law, and it reads them from on-device corpora. The phrase on-device is the

sovereignty claim restated for the legal domain. The legal material ZEUS reasons

over lives on the operator's hardware, which means a sensitive legal analysis never

has to be sent to a vendor's server to be performed. ZEUS analyses statute and case

law inside the perimeter.

Contract drafting and clause-by-clause review. ZEUS drafts contracts and

reviews them clause by clause. Clause-by-clause review is the discipline of treating a

contract as a structure of individual obligations rather than a wall of text, and it is

where a legal function earns its keep. ZEUS's entry notes it uses Aegis for policy and

clause enforcement and Vellum as a contract and brief workspace, which is the

tooling that makes clause-level work tractable.

Regulatory-exposure scoring for proposed actions. This is the responsibility

that makes ZEUS a governance brain and not merely a legal-research brain. ZEUS

evaluates regulatory exposure for proposed actions. Before an action is taken, ZEUS

can score what regulatory exposure it carries, which turns the law from something

consulted after the fact into something weighed before the decision. For an

organisation whose every consequential action has a regulatory shadow, exposure

scoring in advance is the mechanism that keeps the organisation on the right side of

the line.

Signed governance opinions stored in the audit ledger. ZEUS signs

governance opinions, and the audit ledger preserves them under ML-DSA-65, tied in

its entry to patent 08. A governance opinion that is signed and preserved is a

governance opinion that can be relied on later. When a regulator or a board asks on

what basis an action was taken, the opinion that authorised it is in the ledger, signed,

with its reasoning intact. This is governance as a cryptographic position rather than

governance as a filing cabinet.

What ZEUS reads, and what it works in

ZEUS's knowledge base is, fittingly, the most strictly authoritative in the subsystem,

because legal reasoning is only as good as its sources. It draws on the BAILII case-

law database, the full corpus of legislation.gov.uk, EUR-Lex, the ECHR judgments

database, Law Society practice guidance, Bar Council practice notes, the UK

Statutory Instruments archive, Hansard parliamentary debates, the Stanford

Encyclopedia of Philosophy on jurisprudence, and Halsbury's Laws of England

where licensed. The list is a working UK lawyer's primary-source shelf. BAILII and
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legislation.gov.uk are the case law and the statute. EUR-Lex and the ECHR database

extend the reach to European law where it bites. The Law Society and Bar Council

material is the profession's own practice guidance. Hansard is the record of what

Parliament intended. The qualifier where licensed on Halsbury's is itself a mark of

seriousness: ZEUS treats a licensed proprietary source as licensed, not as something

to be quietly absorbed.

ZEUS's tooling is the legal-work layer of the cooperative. It uses Codex as its

knowledge spine, Stele as a legal citation graph for binding arguments to authorities,

Aegis for policy and clause enforcement, Vellum as a contract and brief workspace,

and Cataloguer for case-file management. Stele matters in particular, because a legal

opinion that cannot tie each proposition to a citable authority is not an opinion a

court or a regulator will respect, and Stele is the mechanism that enforces the tie.

Where ZEUS sits in the subsystem

ZEUS is the subsystem's conscience in the legal sense, and its coordinations show

how. It co-operates with GABRIEL on legal correspondence, so that communications

carrying legal weight are both drafted well and pitched correctly, and it co-operates

with PALANTIR on strategic risk, so that a strategic option is weighed for its legal

and governance exposure before it is recommended. The pattern is the one the whole

subsystem runs on: PALANTIR reasons about the strategic situation, ZEUS tells the

operator what is lawful and what it would cost in exposure, and GABRIEL carries the

resulting decision out into the world.

Three operators, three verticals

Begin with in-house counsel at a regulated bank. The firm is considering a

course of action and counsel needs to know its legal and regulatory exposure before

the firm commits to it. Counsel tasks ZEUS. ZEUS reads the relevant statute from

the legislation.gov.uk corpus and the relevant case law from BAILII, both from on-

device corpora so the sensitive question never leaves the firm's perimeter. It reasons

over the applicable body of law, gated to the firm's jurisdiction, and produces a

regulatory-exposure score for the proposed action: not a vague caution but a

structured read of where the action sits relative to the legal line. It signs a

governance opinion and the audit ledger preserves it under ML-DSA-65, tied to

patent 08. When the action is later examined by a supervisor, the firm does not

reconstruct its reasoning from memory; the opinion that authorised the action is in

the ledger, signed, with its citations to authority intact through Stele.
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Move to contract review at a defence prime. The prime is negotiating an

agreement and needs a clause-by-clause review against its own policy and the

applicable law. ZEUS drafts and reviews clause by clause, treating the contract as a

structure of individual obligations rather than a wall of text, using Aegis for policy

and clause enforcement and Vellum as the contract workspace. Each proposition in

the review is tied through Stele to a citable authority, because a review that cannot

cite its grounds is one a counterparty's counsel will not respect. The work is

jurisdictional by construction: ZEUS knows which body of law applies and which

clearance the operator carries, tied to patent 20, so it gives the right answer for the

right law rather than a confident answer for the wrong one.

Finish with governance at a government or critical-infrastructure body. A

governance officer needs to know, before a consequential action, what regulatory

exposure it carries and to preserve the basis on which it was authorised. ZEUS scores

the exposure in advance, which turns the law from something consulted after the fact

into something weighed before the decision, and signs the governance opinion into

the ledger. For a body whose every consequential action has a regulatory shadow,

exposure scoring in advance is the mechanism that keeps it on the right side of the

line, and the signed opinion is the evidence, available to a regulator, that the action

was taken on a considered and preserved legal basis.

How each ZEUS action is signed into the Open Audit Record

ZEUS's governance opinions are signed into the audit ledger under ML-DSA-65, tied

to patent 08, and that ledger is the Open Audit Record. When ZEUS commits a

governance opinion, an exposure score, or a clause review, the artefact is recorded

with its citations to authority, the jurisdiction and clearance under which it was

produced, and the operator who requested it, then signed under FIPS 204 ML-DSA-

65 with the operator's hardware-held key and hash-linked under SHA-3-512 into the

chain. Stele binds each proposition in the opinion to its citable authority, so the

lineage from a legal conclusion to the statute or case it rests on is a structure the

chain preserves, not a promise.

The consequence is governance as a cryptographic position rather than governance

as a filing cabinet. When a regulator or a board asks on what basis an action was

authorised, the answer is not a recollection and not a document whose integrity must

be taken on trust. It is a signed opinion at a fixed position in a chain the operator

owns, with its citations intact, verifiable offline by a reviewer with the operator's

public key. The opinion's signature confirms it has not been altered since it was
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committed; its hash link confirms its position in the sequence of decisions; its Stele

lineage confirms the authorities it rests on. A governance opinion that is signed and

preserved this way is a governance opinion that can be relied on later, which is the

whole point of producing one.

Regulatory and operator relevance

For the regulated buyer, ZEUS is the brain that makes governance provable.

Regulatory-exposure scoring before an action means the organisation can see the

legal shadow of a decision in advance rather than discovering it in an enforcement

notice. Signed governance opinions stored in the ledger mean that when a regulator

asks on what basis an action was authorised, the answer is a signed artefact, not a

recollection. Jurisdictional construction, with clearance gating under patent 20,

means ZEUS gives the right answer for the right body of law rather than a confident

answer for the wrong one. And because the legal corpora are on-device, the most

sensitive legal analysis an organisation performs never leaves its perimeter to be

performed.

The standards relevance is, fittingly for a legal brain, a matter of authoritative

sources. ZEUS's knowledge base is a working UK lawyer's primary-source shelf:

BAILII for case law, the full legislation.gov.uk corpus for statute, EUR-Lex and the

ECHR judgments database for European law where it bites, the Law Society and Bar

Council practice material for the profession's own guidance, the UK Statutory

Instruments archive and Hansard for delegated legislation and parliamentary intent,

and Halsbury's Laws of England where licensed. That last qualifier is itself a mark of

discipline: ZEUS treats a licensed proprietary source as licensed rather than quietly

absorbing it. For a regulated organisation, the combination of exposure scoring in

advance and signed opinions preserved in the ledger maps onto the accountability

and record-keeping expectations regulators place on governance functions, where

the basis for a decision must be both considered before the fact and demonstrable

after it. Governance without cryptography is unenforceable. ZEUS is where the

Mickai substrate makes legal governance enforceable.

What ZEUS does not do

ZEUS does not replace a qualified lawyer's judgement or a court's authority. It

reasons over statute, case law, and contract from authoritative on-device corpora and

produces signed opinions, but the opinion is an instrument for a decision-maker and

counsel, not a substitute for either, and it does not pronounce a final legal verdict
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that binds a court. It does not reason about law in the abstract: the work is

jurisdictional by construction, and an opinion that does not know whose law applies

is one ZEUS is built not to give. It does not exceed its clearance: retrieval is gated to

the operator's clearance ceiling under patent 20, so ZEUS does not surface material

above the level of the operator in front of it. It does not author the firm's policy; it

enforces the operator's signed policy clause by clause through Aegis and reasons

against it, but the policy is the operator's. And it does not carry a decision out into

the world: where a legal position becomes a communication, GABRIEL carries it

under its own gate, in coordination with ZEUS on tone.

Questions a buyer asks about ZEUS

Does a sensitive legal question sent to ZEUS leave our perimeter? No.

ZEUS reads statute and case law from on-device corpora, so the most sensitive legal

analysis an organisation performs is performed inside its perimeter and the question

never has to be sent to a vendor's server.

Can we show a regulator the basis on which an action was authorised?

Yes. ZEUS signs governance opinions into the audit ledger under ML-DSA-65, tied to

patent 08. When a regulator asks on what basis an action was taken, the answer is a

signed opinion at a fixed position in the Open Audit Record, with its citations to

authority intact, verifiable offline.

How does ZEUS know which law applies? The work is jurisdictional by

construction. ZEUS knows which clearance level the operator carries, tied to patent

20, and which body of law applies to each tenant, so it gives the right answer for the

right body of law rather than a confident answer for the wrong question.

What is regulatory-exposure scoring, in practice? Before an action is taken,

ZEUS evaluates the regulatory exposure it carries and produces a structured read of

where the action sits relative to the legal line. This turns the law from something

consulted after the fact into something weighed before the decision, so an

organisation can see the legal shadow of a decision in advance rather than

discovering it in an enforcement notice.

On the name

Zeus is the sovereign of the classical pantheon, the figure of law, order, and final

authority, the one whose judgement settles the matter. The name is chosen for the

role of ultimate juridical authority rather than for storm and thunder. ZEUS is the
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brain that pronounces on what is lawful and what is permitted, and that signs its

pronouncements into a ledger that preserves them. There is precision in the choice:

Zeus presides over a settled order of law, and the Mickai ZEUS presides over the

operator's settled order of statute, contract, and clearance, jurisdictional by

construction, with every opinion signed under the operator's own key.
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Chapter Five: MICHAEL, the defence brain

The defence-domain specialist

MICHAEL is the defence specialist of the Mickai cooperative, and it is the brain that

gives the Intelligence and Defence subsystem its name. Its domain is military,

defence, and warfare, and its one-line description states both its scope and its

discipline: doctrine, rules of engagement, kinetic and electronic considerations,

signed under clearance. MICHAEL is the brain a defence operator works against

when the question is military, and it is engineered with the strictest controls in the

subsystem, because it operates in the domain where the cost of an unprovable or

unreproducible decision is highest.

MICHAEL handles military doctrine, rules of engagement, force structure, kinetic

and electronic warfare considerations, and the chain-of-command primitives a

defence operator works against. Three controls run through everything it does, and

each is named in its catalogue entry. Every query is gated to the operator's clearance

ceiling, tied to patent 20. Outputs are produced under a strict deterministic-replay

contract, tied to patent 02, so that any decision MICHAEL informed can be

reproduced exactly later for after-action review. And sensitive actions require a

voice-biometric quorum, tied to patent 13. Taken together, these are the controls of a

system that has accepted that defence-domain AI must prove its authority, prove its

reasoning, and prove it again on demand.

What MICHAEL is responsible for
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The catalogue gives MICHAEL four declared responsibilities, and they describe the

working surface of a defence-domain specialist held to military standards of

accountability.

Doctrine and rules-of-engagement reasoning. MICHAEL reasons over

military doctrine and rules of engagement. Doctrine is the codified body of how a

force fights, and rules of engagement are the constraints on when and how force may

be applied. Reasoning over both is the core of the brain's work, and it is reasoning

that must be exactly right, because doctrine and ROE are the framework within

which lawful and effective military action sits. MICHAEL's entry pairs this with its

tool Brigade, a doctrine and command-and-control surface, and Aegis for rules-of-

engagement enforcement, which is the mechanism by which ROE constraints are

actually applied rather than merely consulted.

Force-structure and capability evaluation. MICHAEL evaluates force

structure and capability. Force structure is the composition and organisation of a

force, and capability evaluation is the assessment of what that force can do. This is

the analytical backbone of defence planning, and MICHAEL's entry pairs it with

Lattice for force-structure link analysis, the same class of entity-graph tool

PALANTIR uses for adversary mapping, applied here to the operator's own order of

battle.

Clearance-gated retrieval over classified corpora. This is the responsibility

that separates a defence brain from a general military-history brain. MICHAEL

performs clearance-gated retrieval over classified corpora. Material above the

operator's clearance ceiling is structurally invisible, and the gating is enforced under

patent 20. A defence operator querying MICHAEL sees what their clearance permits

and nothing above it, not as a matter of policy that could be overridden but as a

matter of cryptographic construction. This is what allows a single defence brain to

serve operators at different clearance levels without leaking across the boundary.

Deterministic-replay outputs for after-action review. MICHAEL's outputs

are produced under a deterministic-replay contract, tied to patent 02, so that any

decision MICHAEL informed can be reproduced exactly later for after-action review.

After-action review is the military discipline of reconstructing what happened and

why, and it depends entirely on being able to reproduce the decision as it was

actually made. Deterministic replay means that the same query, in the same context,

under the same policy, produces the same output, so a board reviewing a decision

months later sees exactly what the operator saw at the moment of decision, not an

approximation of it.
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What MICHAEL reads, and what it works in

MICHAEL's knowledge base is the canon of military doctrine, strategy, and the law

of armed conflict. It draws on the UK Joint Doctrine publications, the NATO

STANAG corpus, the US Army Field Manuals in their public form, the Jane's IHS

defence database, Carl von Clausewitz's On War, Sun Tzu's Art of War, the IISS

Military Balance, the SIPRI Yearbook, the ICRC's Customary International

Humanitarian Law, and the UK Defence Equipment and Support technical archive.

The list is deliberately balanced across three registers. The doctrine publications and

STANAGs are the codified contemporary canon. Clausewitz and Sun Tzu are the

enduring theory of war. And the ICRC's customary international humanitarian law is

the body of law that constrains how force may lawfully be applied, which sits in

MICHAEL's knowledge base for the same reason rules-of-engagement reasoning sits

among its responsibilities: lawful constraint is part of the domain, not separate from

it.

MICHAEL's tooling is the most operationally distinct in the subsystem. It uses Codex

as its knowledge spine. It runs Brigade, a doctrine and command-and-control

surface, which is the brain's primary working environment; Lattice, for force-

structure link analysis; Aegis, for rules-of-engagement enforcement; Watchtower,

here as an operational threat feed; and Helm, a mission-navigation primitive. The

presence of Brigade and Helm marks MICHAEL out as a brain built for the

operational, not just the analytical, side of the defence domain.

Where MICHAEL sits in the subsystem

MICHAEL is the subsystem's defence-domain endpoint, and it draws on the controls

the rest of the subsystem establishes. It shares clearance gating under patent 20 with

ZEUS, MICHAEL for classified corpora and ZEUS for jurisdictional law. It shares the

voice-biometric control under patent 13 with SENTINEL, which gates sensitive

actions across the subsystem. And its deterministic-replay contract under patent 02

is the same determinism that makes the cooperative's audit chain replayable.

MICHAEL is where the subsystem's strategic reasoning, security posture, sealed

communication, and legal grounding meet the specific demands of the military

domain.

Three operators, three scenarios

Begin with doctrine and rules-of-engagement reasoning at a defence
command. A planning officer needs to reason over how a force fights and the
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constraints on when and how force may be applied. MICHAEL reasons over the

doctrine, drawing on the UK Joint Doctrine publications and the NATO STANAG

corpus, and over the rules of engagement, with Aegis enforcing the ROE constraints

rather than merely consulting them and Brigade as the doctrine and command-and-

control surface the officer works in. The reasoning is gated to the officer's clearance

ceiling under patent 20, so material above that level is structurally invisible, and it is

produced under a deterministic-replay contract under patent 02, so that the decision

the reasoning informed can be reproduced exactly later. Because the ICRC's

customary international humanitarian law sits in MICHAEL's knowledge base

alongside the doctrine, lawful constraint is part of the reasoning rather than a

separate check.

Move to force-structure and capability evaluation at a defence prime. An

analyst needs to assess the composition and organisation of a force and what it can

do. MICHAEL evaluates force structure and capability, using Lattice for force-

structure link analysis, the same class of entity-graph tool PALANTIR uses for

adversary mapping, applied here to the operator's own order of battle. The

evaluation respects the analyst's clearance, draws on the Jane's IHS defence

database and the IISS Military Balance for the capability picture, and is produced

under the deterministic-replay contract so a reviewer can later reproduce exactly

what the analyst saw. The enduring theory in MICHAEL's knowledge base,

Clausewitz and Sun Tzu, sits beneath the contemporary canon, so the evaluation is

informed by the theory of war as well as its current doctrine.

Finish with a sensitive defence action under quorum. An operator is about to

take a step in the defence domain whose stakes demand more than one party's

authority. Here MICHAEL's strictest control applies: sensitive actions require a

voice-biometric quorum under patent 13, so authority is proven at the moment of

action by more than one party, and a captured session or a single compromised

credential is not enough to act. The action is gated to clearance, produced under

deterministic replay, and sealed into the chain. When a board later conducts an

after-action review, it sees exactly what the operator saw at the moment of decision,

reproduced under the same context and the same policy, not an approximation

reconstructed afterwards.

How each MICHAEL action is signed into the Open Audit

Record
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MICHAEL is held to the strictest recording discipline in the subsystem because it

operates where the cost of an unprovable or unreproducible decision is highest.

Every output MICHAEL produces is sealed into the Open Audit Record: the doctrine

and ROE reasoning, the force-structure evaluation, the clearance-gated retrieval, and

any sensitive action, each recorded with the clearance ceiling under which it was

produced, the operator and, where a quorum was convened, the parties who

authorised it, then signed under FIPS 204 ML-DSA-65 with the operator's hardware-

held key and hash-linked under SHA-3-512 into the chain. The deterministic-replay

contract under patent 02 is what makes the recorded decision more than a log entry:

because the same query, in the same context, under the same policy, produces the

same output, the chain does not merely describe what MICHAEL concluded, it lets a

reviewer reproduce the conclusion.

This is the property after-action review depends on. After-action review is the

military discipline of reconstructing what happened and why, and it is worth nothing

if the decision cannot be reproduced as it was actually made. The OAR gives a board

reviewing a MICHAEL decision months later a signed, fixed, replayable record: the

signature confirms the output has not been altered, the hash link confirms its

position in the sequence, the clearance and quorum metadata confirm the authority

under which it was produced, and the deterministic-replay contract lets the board

reproduce the decision under the same conditions. Authority, reasoning, and

reproducibility are all in the chain, verifiable offline by a reviewer with the operator's

public key.

Regulatory and operator relevance

For the defence buyer, MICHAEL is the brain that brings doctrine, rules-of-

engagement, and capability reasoning inside the perimeter under the controls the

domain actually requires. Clearance-gated retrieval means a single brain can serve a

command with operators at different clearance levels, with the boundary enforced

cryptographically rather than administratively. Deterministic replay means every

decision MICHAEL informs is reproducible for after-action review, which is the

condition of accountability in the defence domain. The voice-biometric quorum on

sensitive actions means authority is proven at the moment of action by more than

one party where the stakes demand it. And the presence of the ICRC's customary

international humanitarian law in MICHAEL's knowledge base means lawful

constraint is built into the brain's reasoning rather than bolted on.
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The standards relevance is, for the defence domain, a matter of doctrine and law

together. MICHAEL's knowledge base is deliberately balanced across three registers.

The UK Joint Doctrine publications, the NATO STANAG corpus, and the US Army

Field Manuals in their public form are the codified contemporary canon, the doctrine

a force is actually expected to fight by. Clausewitz and Sun Tzu are the enduring

theory of war that sits beneath the doctrine. And the ICRC's customary international

humanitarian law is the body of law that constrains how force may lawfully be

applied, which sits in MICHAEL's knowledge base for the same reason rules-of-

engagement reasoning sits among its responsibilities: lawful constraint is part of the

domain, not separate from it. The IISS Military Balance, the SIPRI Yearbook, and

the Jane's IHS defence database give the brain its capability and force-structure

reference. For a defence buyer, the alignment that matters is that doctrine, theory,

and the law of armed conflict are all in the brain's authoritative knowledge, so its

reasoning is grounded in the codified canon and constrained by the law in the same

motion. A defence-domain AI that could not prove its clearance, reproduce its

reasoning, and constrain itself to lawful action would not be deployable. MICHAEL

is built so that all three hold.

What MICHAEL does not do

MICHAEL's boundaries are the strictest in the subsystem, and stating them plainly

matters most here. MICHAEL does not act autonomously and it does not command:

it reasons over doctrine, rules of engagement, force structure, and capability to

inform a defence operator, and the authority to act rests with the operator and,

where the stakes demand it, with the quorum that must authorise the action. It does

not surface material above the operator's clearance: retrieval is clearance-gated

under patent 20, and material above the ceiling is structurally invisible rather than

merely withheld. It does not reason outside lawful constraint: the law of armed

conflict is in its knowledge base and rules-of-engagement enforcement runs through

Aegis, so MICHAEL's reasoning is constrained by the law rather than free of it. It

does not produce outputs that cannot be reproduced: the deterministic-replay

contract under patent 02 means there are no outputs that escape after-action review.

And it does not freelance across the subsystem's other domains: a question of what is

lawful in the civil sense goes to ZEUS, a question of security posture goes to

SENTINEL, and a strategic-intelligence question goes to PALANTIR, with MICHAEL

holding the defence domain specifically.

Questions a buyer asks about MICHAEL
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Can MICHAEL serve operators at different clearance levels without
leaking across the boundary? Yes. MICHAEL performs clearance-gated retrieval

over classified corpora under patent 20. Material above an operator's clearance

ceiling is structurally invisible, enforced cryptographically rather than

administratively, which is what allows a single defence brain to serve a command

with operators at different levels.

Can a decision MICHAEL informed be reproduced for an after-action

review? Yes. MICHAEL's outputs are produced under a deterministic-replay

contract under patent 02: the same query, in the same context, under the same

policy, produces the same output. A board reviewing a decision months later sees

exactly what the operator saw at the moment of decision, reproduced under the same

conditions, sealed into the Open Audit Record.

What stops a captured session from authorising a sensitive defence
action? Sensitive actions require a voice-biometric quorum under patent 13, so

authority is proven at the moment of action by more than one party. A captured

session or a single compromised credential is not enough to act.

Is lawful constraint built into MICHAEL or bolted on afterwards? Built in.

The ICRC's customary international humanitarian law sits in MICHAEL's knowledge

base alongside the doctrine, and rules-of-engagement enforcement runs through

Aegis. Lawful constraint is part of the brain's reasoning rather than a separate check

applied after the fact.

On the name

Michael is the archangel of armies, the commander of the heavenly host, the figure

who leads in righteous battle. Among the figures the subsystem is named for,

Michael is the one most directly associated with war waged under authority and

within constraint, which is precisely the defence domain MICHAEL occupies. The

choice carries the subsystem's discipline in a single name: not war as raw force, but

war as doctrine, command, and lawful constraint. MICHAEL reasons about the

military domain with rules of engagement at its centre and the law of armed conflict

in its knowledge base, signed under clearance, reproducible on demand. The

archangel of armies is also the keeper of the order under which armies are meant to

act.
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Chapter Six: how the five brains cooperate,
and the substrate beneath them
The five brains of the Intelligence and Defence subsystem are not five separate tools

that happen to share a host. They are a cooperative, and the cooperation is the point.

This closing chapter draws them together and describes the audit substrate that sits

beneath all five and makes the whole subsystem trustworthy in the strong,

cryptographic sense.

The cooperative in motion

Read the five brains' declared coordinations together and a single working pattern

emerges. PALANTIR reasons about the strategic situation and the adversary, and

works with SENTINEL on security posture and with ZEUS on governance

implications. SENTINEL holds the security posture, enforces the tenant boundaries,

inspects what arrives and gates what leaves, and works with GABRIEL on counter-

intelligence hygiene. GABRIEL drafts and seals the outbound word, and works with

ZEUS on the tone of regulated correspondence and with SENTINEL on the hygiene

of the reply path. ZEUS weighs the law and scores the exposure, and works with

PALANTIR on strategic risk and with GABRIEL on legal correspondence. MICHAEL

reasons in the defence domain under the strictest controls, sharing clearance gating

with ZEUS, the voice-biometric gate with SENTINEL, and deterministic replay with

the cooperative as a whole.

Trace a single high-stakes action through the subsystem and the cooperation

becomes concrete. A strategic situation develops. PALANTIR ingests the signals,

builds the adversary model with explicit assumptions, synthesises the scenarios, and

produces a signed analytical artefact with a confidence interval and a lineage trace.

SENTINEL has already ensured that the signals arrived through inspected ingress

and that the operator's surface is held under signed local policy. ZEUS scores the

regulatory exposure of the options PALANTIR has surfaced, gated to the operator's

jurisdiction and clearance, and signs a governance opinion into the ledger. Where

the matter is a defence matter, MICHAEL reasons over the doctrine and the rules of

engagement, gated to the operator's clearance ceiling, under a deterministic-replay

contract, with sensitive steps held behind a voice-biometric quorum. And when a

decision is communicated outward, GABRIEL drafts it, matches its tone to its

weight, renders a pre-commit dry-run for the operator to confirm as exact bytes,
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seals a signed provenance trail into the message, and sends. Five brains, one chain,

one operator in command of the moment of action.

The conductor that moves work between them, that decomposes a request into the

dependency graph across brains, gates every tool call against clearance, convenes a

quorum where the stakes demand it, and signs every commit, is the operating

system's orchestration kernel, the layer beneath the domain brains. The domain

brains own their knowledge and their practiced skills. The kernel owns the protocol

by which they communicate, the order in which they execute, the policy that gates

them, and the chain that records what they did. The Intelligence and Defence

subsystem is five domain brains; the kernel is what makes them a single coherent

system.

The audit substrate beneath all five

Every property that makes these five brains trustworthy resolves, in the end, to the

same substrate. It is worth stating it plainly, because it is the part the cloud cannot

copy without rebuilding itself, and it is the reason a regulated or defence buyer can

put the most sensitive work in the subsystem and still satisfy an oversight body.

Everything is signed, post-quantum, at the moment of commit. Every

analytical artefact PALANTIR emits, every posture report SENTINEL produces,

every message GABRIEL seals, every governance opinion ZEUS signs, and every

defence output MICHAEL generates is signed under FIPS 204 ML-DSA-65, the NIST

post-quantum digital signature standard finalised in 2024. The signature is

cryptographically relevant against a future quantum adversary, which means the

records the subsystem produces today remain verifiable across the NCSC migration

horizon. And the signing key is held by the operator in hardware, not by a vendor in

a cloud. This is the difference between an audit record the operator owns and a log

the operator is asked to trust.

Everything is hash-linked into the Open Audit Record. The signed records

do not sit in isolation. They append to a hash-linked chain, the Open Audit Record,

under SHA-3-512. Hash-linking each record to its predecessor means the chain

cannot be altered retrospectively without the alteration showing. The operator holds

a single immutable ledger of what the subsystem decided, in an open, canonical

format, not a vendor-shaped database the operator has read access to at best.

Everything is verifiable offline, by anyone, with only a public key. The

chain is verifiable in a browser-resident verifier, offline, with no server call and no
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recourse to the vendor. A regulator, an oversight body, a coroner, or the operator's

own counsel can take a chain produced by any of these five brains, load it into a

browser tab six months or six years later, walk every record's hash link, validate

every ML-DSA-65 signature against the operator's public key, and get a deterministic

verdict. This is what Mickai means by trust-domain externalisation: the audit chain

lives under the operator's key in an open format, so the operator, the regulator, and

any third party can replay the same chain at once, and the vendor's continued

cooperation is not required for the audit to be valid.

Authority is proven at the moment of action. Across the subsystem, authority

is not granted once at login and assumed thereafter. SENTINEL gates sensitive

operations behind a fresh voice-biometric re-authentication. MICHAEL requires a

voice-biometric quorum on sensitive defence actions. ZEUS and MICHAEL gate

retrieval to the operator's clearance ceiling, so material above clearance is

structurally invisible. The subsystem assumes that authority must be demonstrated

at the moment it is exercised, which is the only assumption that holds when a

captured session or a stolen credential must not be enough to act.

Determinism makes the record replayable. Because the conductor routes

deterministically and MICHAEL produces outputs under a deterministic-replay

contract, the same request, in the same context, under the same policy, produces the

same result. Determinism is what turns a signed chain from a list of past events into

something that can be reproduced and re-examined. An after-action review of a

MICHAEL decision, an oversight inquiry into a PALANTIR assessment, a regulator's

reconstruction of a ZEUS opinion, all depend on the ability to replay the decision

exactly as it was made. The substrate provides it.

Trust-domain externalisation, stated plainly

The five properties above converge on a single architectural pattern, and it is the

pattern that most distinguishes the subsystem from the commercial AI stack. Mickai

calls it trust-domain externalisation, and it is worth stating plainly because it is the

answer to the question a regulated or defence buyer actually has, which is not is the

AI good but can I prove what it did without depending on the vendor.

In the conventional model, the audit record of an AI decision lives under the

vendor's key, in the vendor's format, in the vendor's cloud. The operator has, at best,

read access to a log the vendor produces and the vendor could in principle change,

and the operator's ability to verify the record depends on the vendor's continued

cooperation. Trust-domain externalisation inverts this. The audit chain lives under
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the operator's key, in an open and canonical format, on hardware the operator

controls. The signing key is held by the operator in hardware, not by the vendor. The

verifier is a static artefact the operator runs, not a service the vendor hosts. The

consequence is that the trust domain, the set of parties who can establish that the

record is genuine, is externalised from the vendor to the operator and to anyone the

operator chooses to hand a chain and a public key.

This is why the same chain can be replayed by the operator, an oversight body, a

regulator, a coroner, and the operator's own counsel at once, each reaching the same

deterministic verdict independently, none of them needing to ask the vendor for

anything. For the Intelligence and Defence subsystem the property is decisive,

because the work in this domain is precisely the work nobody will push to a vendor's

server under a vendor's key, and the record of that work is precisely the record that

must survive the vendor entirely. A foreign legal instrument cannot compel a vendor

to disclose what the vendor never held. An inquiry years later does not stall because a

vendor has changed its systems or withdrawn a service. The operator holds the work,

holds the keys, and holds the record, and the subsystem is built so that holding all

three is the default rather than an achievement.

A note for the procurement officer

For the procurement officer evaluating this subsystem against the buyer's posture,

the questions reduce to a short list, and each has a structural answer rather than a

reassurance. Where does inference happen? On the operator's own hardware, inside

the perimeter, so production data does not leave to be processed elsewhere. Who

holds the signing key? The operator, in hardware, not the vendor in a cloud. What

algorithm signs the record? FIPS 204 ML-DSA-65, the NIST post-quantum digital

signature standard, so the record produced today remains cryptographically relevant

across the NCSC migration horizon rather than ageing into irrelevance. What format

is the audit chain, and who can read it? An open, canonical, hash-linked format

under SHA-3-512, replayable by anyone the operator hands a chain and a public key.

How is the chain verified? In a browser-resident verifier, offline, with no server call

and no recourse to the vendor, returning a deterministic verdict. And what is the

buyer's position if the vendor disappears? Unchanged, because the work, the keys,

and the record are all the operator's. A procurement officer scoring this subsystem

against a regulated buyer's egress posture, audit-chain expectation, and operational-

resilience plan finds that the answers are properties of the architecture, which is the

only place a procurement officer can safely rely on them being.
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The patents underneath these properties are filed at the UK Intellectual Property

Office under the GB2607309.8 to GB2611702.8 family, named inventor Micky Irons.

They are described here as filed because filed is what they are: a procurement officer

is entitled to the precise status, and the precise status is a filing position, not a grant.

The substrate's claim to the buyer rests not on the patent status but on what the

architecture does, which the buyer can evaluate directly.

The position the subsystem leaves the operator in

Set the brands and the names aside and the Intelligence and Defence subsystem

leaves a regulated or defence buyer in a position that the commercial AI stack does

not offer. The most sensitive work an organisation does in this domain, strategic

analysis, security posture, sealed correspondence, legal opinion, and defence

reasoning, runs on the operator's own hardware, under the operator's own keys,

against sources whose provenance survives inspection, with material gated to the

clearance of the operator in front of it, and with every output signed at commit,

hash-linked into an open record, and verifiable offline by anyone with a public key.

The work never leaves the perimeter to be done. The record never depends on the

vendor to be trusted. And the authority to act is proven at the moment of action, not

assumed from a session.

That is what the five brains are for, and it is why they sit together in one subsystem.

PALANTIR sees, SENTINEL guards, GABRIEL speaks, ZEUS judges, and MICHAEL

commands, each one a brain in the Mickai Sovereign Intelligence Operating System,

each one signed, each one traceable, each one gated, and all five standing on the

same substrate the operator owns.

The category of sovereign AI now has a name. The Intelligence and Defence

subsystem is the part of the answer built for the domain where being wrong is not a

productivity problem, it is a liability, and where the only acceptable system is one the

operator can prove.
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A glossary of the substrate

Sovereign Intelligence Operating System (SIOS)
Frontier-class AI that runs on the operator's own hardware, signs every action it

takes, and produces a record any third party can verify offline.

Brain
A specialist unit of the Mickai SIOS, scoped to a domain or a cognitive function,

signed and audited like every other action in the system.

Open Audit Record (OAR)
The signed, hash-linked record of every action the SIOS takes, designed to be verified

offline by anyone holding the operator's public key.

FIPS 204 ML-DSA-65
The United States NIST post-quantum digital signature standard, used to sign every

action so the audit chain survives a future quantum adversary.

SHA-3-512
The hash function used to link each audit record to its predecessor, so the chain

cannot be altered retrospectively without detection.

Trust-domain externalisation
The pattern in which the record of an action is held under the operator's key in an

open format, so the operator, a regulator, and any third party can verify it without

the vendor.

Operator-held keys
The cryptographic keys that sign the audit chain are held by the operator in their

own hardware, not by the AI vendor.

Browser-resident verifier
A static, offline verifier that loads an audit chain in a browser, checks every signature

and hash link, and returns a deterministic verdict with no server call.

Poseidon
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The operator-personalised sovereign silicon substrate beneath the Mickai SIOS, the

hardware root of trust the keys are bound to.

Post-quantum
Cryptography that remains secure against an adversary equipped with a

cryptographically relevant quantum computer.

Deterministic routing
The property by which the same request, in the same context, under the same policy

always routes to the same brains in the same order, so the audit chain is replayable.

Pre-commit dry run
A simulation of a high-impact action, rendered as a difference against the target

state, that the operator reviews before the action commits.

Quorum
The pattern in which a high-stakes decision is dispatched to several independent

brains, and no result is signed unless they agree within a defined threshold.

Air gap
An operating mode in which the SIOS runs with no network connection, with

bootstrap and attestation handled entirely on operator hardware.

Revocation
The withdrawal of a previously granted authority, recorded as a signed tombstone

that downstream verifiers honour.

CBOR
A deterministic binary encoding used for audit records, producing a single canonical

byte representation for any record.
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The Fifty Brains

This volume is one of five in The Fifty Brains, a series on the brains of the Mickai

Sovereign Intelligence Operating System.

The Intelligence and Defence Subsystem

The Science and Engineering Subsystem

The Health and Humanity Subsystem

The Culture and Heritage Subsystem

The Knowledge and Exploration Subsystem

Mickai is the British Sovereign Intelligence Operating System. It runs frontier-class

AI on the operator's own hardware, signs every action under the operator's own post-

quantum key, and produces the Open Audit Record that anyone can verify offline.

The full brain catalogue is at mickai.co.uk/brains.

MICKAI LTD · COMPANIES HOUSE 17166618 · TRADE MARK UK00004373277 ·
MICKAI.CO.UK
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Further reading

The wider Mickai corpus is at mickai.co.uk/ebooks and mickai.co.uk/articles.

Companion technical volumes include:

The Audit Substrate Under Every AI Agent

The Twenty-Five Brain Architecture

Trust-Domain Externalisation, An Architectural Pattern for Sovereign AI

The UK Procurement Checklist for Sovereign AI

Post-Quantum Audit for Critical National Infrastructure

Every action the Mickai SIOS takes is signed under the operator's own post-quantum

key and written into the Open Audit Record, verifiable offline by anyone. Sovereignty

by proof, not by promise.
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